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Generali Asset Management’s ESG team presents their exclusive monthly sector analysis, which 
includes a detailed overview of ESG risks and opportunities alongside the sector’s macro trends, plus 
a summary of the most significant industry news worldwide of the month.

Your Partner for Progress.

INFORMATION TECHNOLOGY SECTOR – ESG RISKS & OPPORTUNITIES
•	 As AI continues to evolve and scale, energy, water consumption and land use are expected to rise significantly to power 

and cool hyperscale data centers. Renewable energy and advanced technologies, more efficient GPUs and direct-to-
chip liquid cooling, are key mitigants. The disposal and treatment of outdated components pose a growing risk related 
to electronic waste, as technologies quickly advance. Cybersecurity and data privacy are increasingly at risk due to 
emerging AI-driven threats, with companies facing stricter regulatory requirements. Labor practices in the supply chain 
and the sourcing of critical minerals remain major ESG risks, given the industry’s dependence on suppliers operating in 
regions with weak labor protections and controversial sourcing practices. Human capital is a core competitive advantage 
in the IT sector, making the attraction, development, and retention of highly skilled talent essential. 

•	 The primary industry opportunity lies in the development and widespread deployment of AI, which is driving demand 
for larger data centers, advanced software, and high-performance hardware and semis. The future of AI relies on 
small, specialized models trained on specific tasks, use cases and datasets to solve specific problems rather than 
large general-purpose models. Next breakthroughs of the industry are set to be Quantum Computing and Artificial 
Superintelligence.

INFORMATION TECHNOLOGY SECTOR – MACRO TRENDS
•	 Regulation: The EU is leading in AI regulation with the implementation of the EU AI Act. It introduces a risk-based 

classification system and imposes strict obligations on providers of general-purpose AI. While this positions Europe 
as a pioneer in ethical AI governance, it may also slow down AI innovation due to regulatory complexity. US and UK 
have adopted more flexible, sector-specific approaches, which offer greater agility but create legal fragmentation and 
uncertainty. China, meanwhile, has established a centralized and security-focused regulatory regime. These divergent 
approaches reflect broader geopolitical and economic priorities, with Europe prioritizing rights and safety, the U.S. 
favoring innovation and market freedom, and China focusing on control and national security. 

•	 Geopolitical tensions, between the US and China are reshaping the IT industry. Ongoing trade restrictions, tariffs, and 
export controls have disrupted the supply and increased the cost of critical components like semiconductors and rare 
earth elements. The US has placed tariffs and tightened controls on Chinese tech exports, while China has restricted 
exports of vital raw materials. These actions have driven up production costs and prompted tech companies to diversify 
supply chains and boost domestic manufacturing, aiming to reduce reliance on sensitive regions. Amid ongoing 
uncertainty around trade regulations and resource availability, decision-makers in the global IT industry continue to 
navigate a shifting landscape.
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